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Cloudflare for Government: Your full-featured connectivity cloud

Cloudflare for Government is the FedRAMP Authorized platform that enables you to adopt zero trust security,
enhance digital resilience, accelerate web performance, and quickly develop and deploy new applications. Here's
what makes us different from typical hyperscalers and cloud providers.

Our global network improves experiences
for your users

Trusted by millions of web properties, Cloudflare's
global network is one of the fastest on the planet.

We operate data centers in 330 cities and 125+
countries with direct connections to nearly every
Internet service provider and cloud provider.

The result? Incredible performance, reaching
about 95% of the world's population within
approximately 50 ms. That's fast.
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Our global FedRAMP locations ensure high
availability and resilience

Rather than typical but limited US-East / US-West setup,
Cloudflare for Government has FedRAMP processing
locations strategically positioned across several US
metro areas — and in multiple countries around the
world. And we're constantly expanding our global reach.

So when high availability and operational resilience are
paramount, the choice is clear: Cloudflare for
Government is always ready to serve.
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Our single-platform approach maximizes
your capabilities

Some vendors carve out special enclaves to simplify
their FedRAMP authorization process, but not
Cloudflare. We run the same software in every data
center, including the FedRAMP processing locations
that host Cloudflare for Government services.

This means that nearly every Cloudflare service is
also available in Cloudflare for Government. No more
waiting for the capabilities you need.
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Cloudflare for Government is everywhere your users are

Cloudflare for Government runs on our vast global network,
operating close to your users while tightly controlling where and
how we process high- and moderate-impact data.

e US-based FedRAMP processing locations: Authorized
at both High* and Moderate impact levels, our FedRAMP
Authorized locations are strategically located 15 major
metropolitan areas.

¢ International FedRAMP processing locations:
Authorized at the Moderate™ impact level, Cloudflare
has FedRAMP processing locations in eight countries
around the world. High-impact data is processed only
within the United States.

e  All other Cloudflare data centers: While these locations
are not FedRAMP Authorized, they connect local users
and accelerate traffic to the nearest FedRAMP
processing location for optimal performance.

Cloudflare for Government ensures the right data is
processed in the right locations

The Cloudflare Data Localization Suite takes a rigorous and
granular approach to data localization, keeping controlled
unclassified information (CUI) locally stored and protected.

e  Regional services: Controls where High and Moderate
impact data is processed, without losing the security
and performance benefits our network provides.

e  Metadata boundary: Retains all government data within
the defined FedRAMP region.

e  FIPS-compliant encryption: Ensures that all
communication between Cloudflare edge and core data
centers is always protected.

e DDoS mitigation: Detects and mitigates DDoS attacks at
the data center closest to the end user.
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How can Cloudflare for Government accelerate your mission?

Learn more about Cloudflare for Federal Government, or contact us today.
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