
Best-of-breed to embrace Zero Trust
Overcome hesitations with Zscaler

Even with a web proxy like Zscaler Internet Access 
ZIA) in place, many organizations hesitate to extend 
Zero Trust Network Access ZTNA) controls. Doubling 
down with the wrong long-term vendor can lead to 
complexity juggling new dashboards, poor end user 
experiences, and limited support at rising price tags. 

Run Cloudflareʼs clientless ZTNA with ZIA

If you are hesitating, let Cloudflare start modernizing 
access for priority apps and risky users — without 
adding another software client.

Cloudflareʼs clientless ZTNA is simple to scale and runs 
seamlessly in parallel with web protections from ZIA, 
so you can replace legacy tools and navigate hybrid 
work with a best-of-breed approach.

SOLUTION BRIEF

Extend ZTNA without 
going all-in on Zscaler
Secure remote access without disrupting your web 
inspections — no extra device client required.

The Cloudflare difference

● Simple management with browser-based access to 
self-hosted apps and infrastructure. One intuitive API 
and Terraform provider help you scale automation. 
No virtual machines needed to connect resources.

● Consolidate more with the only vendor to secure 
both public-facing infrastructure for your customers 
and internal infrastructure for your workforce.

● Seamless user experiences, proven faster in first- 
and third-party testing vs. Zscaler. A private global 
backbone optimizes East-West connectivity, 
wherever your users and apps are.

Start offloading VPN traffic with Cloudflareʼs clientless ZTNA
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How it works

Avoid setting up VPNs 
for contractors, third 
parties, developers, 
and users on 
unmanaged devices.

Get support for web 
apps and 
browser-based SSH, 
RDP, and VNC.

Isolate to enforce data 
controls and L7 DLP 
policies through the 
browser.

of IT & security leaders say that 
clientless ZTNA significantly 
accelerated Zero Trust adoption.1 84%

1. Enterprise Strategy Group custom research commissioned by Cloudflare, “Considerations 
for Implementing Zero Trust for the Workforce ,ˮ July 2024

Zscaler Internet Access

https://developers.cloudflare.com/api/
https://developers.cloudflare.com/cloudflare-one/api-terraform/access-with-terraform/
https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/
https://blog.cloudflare.com/spotlight-on-zero-trust/
https://www.cloudflare.com/lp/miercom-report-cloudflare-vs-zscaler/
https://blog.cloudflare.com/backbone2024/
https://developers.cloudflare.com/learning-paths/clientless-access/initial-setup/
https://blog.cloudflare.com/intro-access-for-infrastructure-ssh/
https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/use-cases/rdp/rdp-browser/
https://developers.cloudflare.com/cloudflare-one/applications/non-http/browser-rendering/#ssh-and-vnc
https://developers.cloudflare.com/cloudflare-one/policies/browser-isolation/setup/clientless-browser-isolation/
https://developers.cloudflare.com/cloudflare-one/policies/browser-isolation/isolation-policies/#policy-settings
https://developers.cloudflare.com/cloudflare-one/policies/browser-isolation/isolation-policies/#policy-settings
https://developers.cloudflare.com/cloudflare-one/policies/data-loss-prevention/
https://developers.cloudflare.com/cloudflare-one/policies/data-loss-prevention/
https://cf-assets.www.cloudflare.com/slt3lc6tev37/3L2Qghd1Es1WDW6r0i1bwD/195fd4221181cf8c19d8d6221c41bfea/eBook-Zero-Trust-for-the-Workforce-Replace-VPNs-July-2024.pdf
https://cf-assets.www.cloudflare.com/slt3lc6tev37/3L2Qghd1Es1WDW6r0i1bwD/195fd4221181cf8c19d8d6221c41bfea/eBook-Zero-Trust-for-the-Workforce-Replace-VPNs-July-2024.pdf


Advancing Zero Trust posture for app access

Cloudflare | Clientless ZTNA alongside Zscaler Internet Access ZIA

Step 1
Clientless 

access

Step 2
Full proxy 
ZTNA with 

device client

● Augment VPN 
● Secure contractors / BYOD
● Secure GenAI tools
● Secure privileged access to 

infrastructure SSH, RDP

Extend Cloudflare security with other clientless use cases

Use cases

● Identity checks (enterprise / social)
● Isolate apps to block copy / paste, 

up / download, and inputs
● Lightweight app connector to 

connect resources without VMs

DNS filtering for threats and content

Block Internet threats, secure guest WiFi, 
and enforce acceptable use policies with 
clientless DNS filtering.

For offices: Point network routers to 
Cloudflare for DNS resolution and 
location-based policies.

For remote users: Filter DNS over HTTPS 
DoH) requests using a user-specific 
authentication token.

Protect email inboxes

Integrate Cloudflareʼs email security with 
your existing email provider — within 
minutes — to block phishing attacks, 
malware, business email compromise, and 
vendor email fraud. 

Augment your built-in email controls with 
Microsoft and Google with flexible inline, 
API-based, or hybrid deployment options.

Want to learn more about modernizing remote access? See our implementation guide or request a conversation.

Sample controls
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● Retire VPNs by extending ZTNA to 
legacy apps and private networks

● Support peer-to-peer connectivity 
between devices

● Set up longer-term SASE migration

● Device posture with device client 
or third-party integrations

● Location-aware policies for office 
users on managed networks

● Troubleshoot with digital 
experience monitoring

● No action 
required

ZIA impact

● Split tunnel 
Internet-bound 
traffic to ZIA and 
private app 
traffic to 
Cloudflare

Insurance 
technology
Read case study

Replaced Zscaler ZIA 
and Cisco VPN to unify 
remote access controls 
across 2,500+ workers.

Global 
e-commerce
Read case study

Replaced Zscaler ZIA 
and ZPA for 7,000 
workers.

1 week to automate 
migration of ZIA policies.

https://developers.cloudflare.com/cloudflare-one/identity/idp-integration/
https://developers.cloudflare.com/cloudflare-one/policies/access/isolate-application/
https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/
https://developers.cloudflare.com/reference-architecture/architectures/sase/#agentless-dns-filtering
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/agentless/dns/locations/
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/agentless/dns/dns-over-https/
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/agentless/dns/dns-over-https/
https://developers.cloudflare.com/cloudflare-one/email-security/
https://developers.cloudflare.com/cloudflare-one/email-security/setup/post-delivery-deployment/api/office365-api/
https://developers.cloudflare.com/cloudflare-one/email-security/setup/post-delivery-deployment/bcc-journaling/bcc-setup/gmail-bcc-setup/gmail-bcc-setup/
https://developers.cloudflare.com/learning-paths/replace-vpn/
https://www.cloudflare.com/products/zero-trust/plans/enterprise/
https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/private-net/warp-to-warp/
https://developers.cloudflare.com/reference-architecture/architectures/sase/
https://developers.cloudflare.com/cloudflare-one/identity/devices/
https://developers.cloudflare.com/cloudflare-one/identity/devices/service-providers/
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/configure-warp/managed-networks/#add-a-managed-network
https://developers.cloudflare.com/cloudflare-one/changelog/dex/
https://developers.cloudflare.com/cloudflare-one/changelog/dex/
https://www.cloudflare.com/case-studies/applied-systems/
https://www.cloudflare.com/case-studies/thg/

