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Email Security
Capabilities & Plans
Simple, flexible options for deploying Cloudflare to 
secure email and protect against phishing

PRODUCT PLANS

Annual contract priced by number of email users/inboxes

ADVANTAGE1 ENTERPRISE
ENTERPRISE

+ PHISHGUARDCAPABILITY FEATURE

Deployment
Inline MX | BCC | Journaling ✓ ✓ ✓

API | Mix-Mode Inline + API 
remediation) ✓ ✓

Email Hygiene Anti-Spam/Spoof/Bulk ✓ ✓ ✓

Email Authentication

Sender Authentication Checks
DMARC, DKIM, SPF ✓ ✓ ✓

DMARC Visibility & Reporting2 ✓ ✓ ✓

Business Email 
Compromise BEC & 
Fraud Protection

Employee & Vendor Impersonation ✓ ✓ ✓

Employee Account Compromise ✓ ✓

Vendor Account Compromise ✓ ✓ ✓

Threat Defense
Links & Attachments)

Deep Link Crawling & Analysis
(including QR codes) ✓ ✓ ✓

On-Demand Link Crawling ✓ ✓ ✓

Email Link Isolation ✓ ✓

MLBased Attachment Analysis ✓ ✓ ✓

Email Attachment Isolation ✓ ✓

Outbound DLP Real-Time User Notification & 
Message Blocking Microsoft 365 ✓ ✓

1. Advantage only available to organizations with less than 5,000 employees
2. Included with DNS Service



1 888 99 FLARE | enterprise@cloudflare.com | Cloudflare.com

Cloudflare | Email Security Capabilities & Plans

CAPABILITY FEATURES ADVANTAGE ENTERPRISE
ENTERPRISE

+ PHISHGUARD

Reporting & 
Management

Directory Integrations & SSO ✓ ✓ ✓

Phish Submissions 
(includes submission tracking) ✓ ✓ ✓

False Positive, False Negative 
Reporting & Metrics ✓ ✓ ✓

On-Demand Executive Report
(overview of metrics & findings) ✓ ✓

90Day Retention 
(detection metrics and reports) ✓ ✓ ✓

1Year Retention 
(detection metrics and reports) ✓ ✓

SOC Workflow Integration
APIs and orchestration) ✓ ✓

Automated & Targeted 
API Retractions (post-delivery) ✓ ✓

Managed Service
PhishGuard)

Managed Email Detections & 
Retractions ✓

Fraud & Insider Threat Response ✓

Managed Threat Hunting ✓

Customized Campaign & 
IOC Reporting ✓

Custom Rules by PhishGuard Team ✓

Dedicated Technical Resources ✓

API CASB Two API Integrations (such as 
Microsoft 365, Google Workspace) ✓ ✓ ✓

Retro Scan
(for Microsoft 365

Detection of Unwanted Emails 
Previously Delivered (past 14 days)

Free
No license 
required)

Free
No license 
required)

Free
No license 
required)
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SOLUTION PACKAGES

SASE / SSE / ZT  
+ Email Security

For information on purchasing Email Security as part of a solution package > Click Here

http://cloudflare.com/plans/enterprise/interna/#why-cloudflare-interna-packages

